


Network Compliance

Introduction

This paper is intended to provide business
executives as well as technical professionals with
deeper understanding of the right path to network
compliance In this paper 360 GRC will explore
why network infrastructures (of any size) need to
be compliant withmandatory industry regulations

in addition to aest practicesapproach.

Reason for this whitepaper?

The objective of this whitepaper is to guide you
through the maze of network requirements and
simplify the compliance process. In a recent ktic
from Network World", getting and staying
compliant requires IT organizations to follow a few
best practices. Compliance may become
overwhelming for many IT organizations because
they don't have a clear understanding what various
regulations require. According to Felice Priante,
independent IT security auditor, “when an IT
organization seems stalled by too many control
requirements mandated by law, IT executives "can
increase efficiencies and reduce compliance costs
by having an educated understanding of what the
actual law asks for."

What is the history behind compliance?
Since 1981, the US federal government alone has
introduced 114,000 new rules and regulations
that affect businesses. In 2006, Forrester estitnat
that the US now passed the $1 trillion total
economic impact from compliance. Increased
regulatory pressures combined withthe “credit
crunch” continue to inflict provider greater
constraints to all sectors of the industry andehsgr

no doubt it has put enormous pressure on firms to
uncover and mitigate risk after determining their
level of exposure.

New regulations are emerging on a daily basis and
businesses today cannot afford to forego regulatory
compliance. Non-compliance can result in costly
fines and penalties for both the company and its

executives as well as damage to the business'

reputation, , and loss of revenue. In response to
these regulations, IT governance is becoming a
growing corporate mission as companies focus on

how to align their information systems and
networks with the organization's business
strategies while also managing new information
risks that threaten confidentiality, integrity, and
availability of business processes and information.

Can you hamper your network with

rules and regulations?

Legislation is put in place in order to ensure
general public confidence in the system which
impacts favorably the economy. End result?
Governments around the world are exercising more
oversight on every aspect of corporate strategica
and tactical operations. At the same time, trends i
technology advances is making globalization a
much smaller world making people and business
more accessible than ever before.

THIS MAKES IT SEEM THAT REGULATION
IS EVIL WHICH MAY NOT BE THE CASE.

What exactly is compliance?

A “law, regulation, or policy” is an external or
internal (regulator or organization, respectively)
stance on a mandatory requirements. Complianc
simply means conforming to such requirements.
Each regulatory body ensures that regulatory
requirements are in compliance.

There are different categories of compliance that
organizations need to adhere to for their network
infrastructure, and they are:

1. Specific Requirements These are regulations
where an organizatiormust comply with the
specific requirements and specific to what must or
must not be adhered to within the IT infrastructure
The best example of this is the Payment Carc
Industry’s (PCI) Data Security Standard (DSS),
HIPAA - HITECH.

2. General Requirements -These are regulations
where an organization must still comply with but
the requirements are vague and lack the
specificity of what is required to comply with (i.e
Sarbanes-Oxley [SOX], Basel Il, Gramm-Leach-
Bliley [GLB]
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These compliances make general demands on IT
infrastructure:
a. Companies must have adequate

documentation and auditing and testing
processes in place.

b. Change Management and Change Control
processes and policies must be in place.

c. Monitoring in place to track user activities
and log activities within the organization.

d. There must be a security policy, standards
and processes, and many more.

3. Best practices or voluntary compliance
Not every industry is regulated for compliance. In
such case, organizations which do not have to
abide by any regulations may still follow best
practices or baselines. They would maintain such
standards to ensure they follow due diligence,
maintain competitive edge, reduce outages through
processes, maintain public perception etc. In such
cases, the organization will often refer to indystr
best practice guidelines such as:

a. Cisco Network Security Baseline

b. NSA (US National Security Agency)
Router and Switch Standard
DISA Security Technical Information
Guide

d. 1SO 27001/2

e. CIS (Center for Internet Security)

Guidelines
f.  SAN.org Guidelines
g. ITILv3

What happens if you don’'t follow

compliance regulations?

While not all organizations are officially required
to meet a particular regulation or standard, as
highlighted previously, many seek to conform to
such standards from their own conviction.

Each day organizations face various types of
potential risks. Helping ensure a business's
regulatory compliance is a corporate mission, and
poses difficult challenges for IT managerSome

regulations do not specifically state what they

require from an IT perspective (eg SOX), and often
several different regulations apply to a given
organization, making it difficult for IT managers t
know what they must do to meet their compliance
goals. Because the consequences of noncomplianc
can be quite severe, including fines and even jai
time for egregious offences, many IT managers ar
understandably apprehensive about this importan
subject.

What is an IT audit?

In the financial world, auditing requires a revieWw
accounting records, and verification of the
information that is recorded. Basically “say what
you do, and do what you say” methodology. From
an IT standpoint, aninformation technology
audit is an examination of the controls within an
IT organization. An IT audit is the process of
collecting and evaluating evidence of an
organization's information systems controls,
practices, and operations.

The evaluation of obtained evidence determines i
the information systems are safeguarding asset:
maintaining data integrity, and operating
effectively and efficiently to achieve the

organization's goals or objectives. These reviews
may be performed in conjunction with a financial
statement audit, internal audit, or other form of
attestation engagement.

Who performs an IT Assessment?

An IT assessment is performed by an IT Risk
professional (IRP). An IRP can either be an IT
Security professional, an internal auditor or an
external audit consulting company. All the
professional activities carried out by the IRP
should be performed in a controlled and
standardized manner. Such action shall ensure th:
the aims and objectives within the specified
mandate of the organization are met by the IRF
connected to the audit. The IRP must be well
versed with the relevant standards in order to give
an objective review to the work at a later stage.

In the absence of the clearly laid down standards
the IRP will move in a non-standardized manner.
Consequently, what will be acceptable to the IRP
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may not be acceptable to the rest of the
organization. In case they're acceptable to both,
then the assessment review shall become a matter
of ascertaining whether the standards are followed
and it has proved effective.

Often standards are not documented and, are
generally accepted. This is in fact counter-
productive because if the standards aren't
documented, then there is no guarantee that
everyone (new and current employees) actually
knows, understands, and follows them.

What are the benefits of assessing your

IT controls?

Although some organizations have established
regular monitoring and assessment processes,
many tend to perform these steps in a reactive way.
For example, whenever a new problem arises (such
as a security violation or server downtime issue),
systems administrators will manually examine the
configuration of a system to ensure that it is
working as expected. A far better scenario is one i
which assessments are performed proactively and
as part of a regular process. There are many
benefits of performing regular assessments,
including:

a) Adhering to regulatory compliance
requirements— many companies are required to
adhere to government rules or industry-specific
practices. These regulations might specify how
certain types of data should be handled or they
might define how certain processes should be
performed. In fact, many regulatory requirements
necessitate regular assessments reviews to be
carried out either by an organization or through th
use of a third party.

b) Discovering vulnerabilites— in many IT

environments, security is difficult to manage.
Every time a new device such as router or switch is
added to the network, systems administrators and
IRP must ensure that the device meets
requirements specified in the security policy.
Overlooking even one system or one control
requirement could lead to serious problems,
including loss of data. Additionally, IT

departments must keep track of hardware anc
software licenses and ensure that users don't ad
new devices without authorization. By performing
routine security assessments, some of thes
potential oversights can be detected before the
lead to unauthorized access or other problems.

c) Enforcing processes-periodic assessments can
help ensure that the proper IT control requirements
and processes are being followed. IT department
that have implemented best practices such as tho:s
specified within the IT Infrastructure Library
(ITIL) can perform routine reviews to look for
potential problems and identify areas for
improvement.

d) Change tracking and troubleshooting—Even

in relatively simple IT environments, changes can
have unintended consequences. In fact, man
problems occur as a result of changes that wer
made willing fully or unintentionally. A periodic
assessment process can help identify whicl
changes are being made and, if necessary, can he
reduce troubleshooting time and effort.

These are just some of the important reasons fo
performing regular assessments of IT environments
The important point is that rather than being pust
burden on an IT group, IT assessments can hel
ensure that the organization is working properly.

How does IRP determine the assessment

process?

The process of performing an assessment involve
comparing the actual configuration of network
devices and settings against their expected sstting
For an IT department, a typical example might be &
security audit. The expected values will include
details related to server patch levels, firewalksy
and network configuration settings. The employees
that actually perform the assessment can includ
members of the internal staff, including IT Seagyrit
Compliance and Audit. The goal for internal staff
should be to remain completely objective,
wherever possible. Alternatively, organizations can
choose to employ outside professionals anc
consultants to provide the assessment.
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IT assessments can be performed manually by
inspecting individual devices and settings, but
there are several potential problems with this
method. First and foremost, the process can be
tedious and time consuming, even in small IT
environments. Second, the process leaves much
room for error, as it's easy to overlook a device o
setting. Finally, performing routine audits can be
difficult, especially in large environments in whic
changes are frequent and thousands of devices
must be examined.

What is automated network auditing?

When performed manually, the processes related to
designing, preparing for, and performing
assessment functions can add a significant burden
to IT staff. IT staff must be sure to define relevva
benchmark criteria, and they must work diligently
to ensure that process and configuration
requirements are always being met. Additionally,
the process of performing assessments can be
extremely time consuming and therefore are
generally performed only when absolutely required.

Fortunately, there are several ways in which data
center automation tools and technologies can help
automate the auditing process. There are a number
of software tools out there in the industry, which
allow organizations to create scripts or templates
where network device configurations are ensured
they are maintained in a consistent manner.

Leveraging best practice standards

In the Pricewaterhouse Coopetssurvey, 47% of
executives said their company's use of technology
in support of SOX Section 404 compliance was
"satisfactory - with lots of room for improvement.”
Just 38% said their company did a "great" or
"effective” job with technology, and 10% said their
technology efforts require major improvements.

For organizations that aren’t required to comply
with any particular regulation or standard
applicable to their organization type or industty,
best practice when establishing a standard to
follow, to adopt an existing standard. This will
reap huge benefits and prepare you for any

compliance regulations that may come in the future
The benefits include the following:

a) Reduced MTTR - Mean-time-to-repair (MTT
R) is reduced as troubleshooting can proceed mor
quickly when all devices are configured exactly the
same way, reducing human error.

b) Increased network availability - a non-

standard configuration on networking devices
increases the likelihood of downtime if such
configurations are suboptimal. Configurations have
the tendency to “drift” throughout the course of
normal maintenance. Regular assessment again
defined standards minimizes this risk and defend:
the network against the catastrophic effects of
configuration errors, which are well chronicled.

In fact, according to a Network World article in

May 2007, entitled “Change, configuration and
release management catch on,” Denise Dubie
reports that 80% of application performance
problems and network downtime can be attributed
to a configuration change or error. She suggest
that over 50% of catastrophic network failures may
be caused by configuration issues. Compliance
with standard configuration best practices can
minimize downtime and reduce the effects of such
failures on the network.

c) Improved security - adherence to the various
configuration standards will help to ensure that
your organization is as protected as possible fron
the internal and external threats that not onlyseau
improper access to systems and data, but als
downtime due to denial-of-service attacks.

According to a whitepaper Aberdeen GrOlp

found that Best-in-class organizations which
consistently demonstrate compliance with industry
regulations, government regulations, industry
standards and best practices, or internal policie:
have demonstrated their ability to lower
operational costs, support higher scale, reduc
security risks, and maintain consistent policies fo

security and compliance:
Source Aberdeen Group “Sustaining Compliance” September
2007
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What are disadvantages of creating

scripts or templates for network

auditing?

Several organizations adopt home-grown tools and
create scripts or templates to ensure all network
devices conform to a particular template. However,
these methodologies are fraught with issues:

a) Scripts and templates have to be manually
maintained

b) Scripts and templates have to be manually
created as they have to be internally to meet
organizations’ best practices and standards

c) Scripts and templates are open to interpretation
Many organizations presume that because they
have such tools they are in compliance, which is
not often the case.

d) Over time such methods drift from the norm and
so will the network configurations. Once they do,
the organization is immediately non-compliant.

e) Dedicated staff is required to maintain and
update such scripts and templates. This can be very
costly.

f) Compliances change very often. Once they do,
the scripts and the templates must change as well.
This can result in an overhead within an
organization to ensure it invests the times and
resources to ensure it update its internal stasdard

Lower operational costs 44% of Best-in-Class
organizations reduced the cost of addressing non-
compliance incidents over the last year; 26% reduke
cost of addressing security-related incidents. Bdbtinese
measures are up to 15-times higher than thosdlfor a
respondents.

Support higher scale- 86% of Best-in-Class organizations
reported an increase in the number of systemsniagui
updates, patches, and configuration changes activeler
management over the past year; 71% reported agaserin
the number of systems generating logs actively unde
management. Both of these measures are more tBan 40
higher than those for all respondents.

Reduce security risk- 48% of Best-in-Class organizations
reduced the number of actual security incidents the past
year, compared to dncreaseby a net 7% of all
respondents.

Maintain consistent security policies 85% of Best-in-
Class organizations have established consisteitigmfor
security and compliance, compared to only 68% lof al
resnondent

g) Often standards are open to interpretation. As
such, different organizations will follow different

standards based on their internal staffs
“interpretation” of the regulation. Scripts and

templates based on this interpretation could have
huge financial impact on the organization.

Is there a single tool that focuses only on

network compliance?

Maintaining regulatory compliance has become a
necessary task for IRPs. Compliance requires
organizations to establish processes that recatd ar
monitor the controls needed to enable compliance
with legislative or industry mandates as well as
internal policies. Many regulations and standards
are ambiguous and, more often than not,
interpreted differently from IRP to IRP, an

effective application must continuously monitor in

order to provide evidence that the infrastructgre i

compliant. As these regulations and standards
mature and change, the assessment proce:
continues to evolve, IRPs are raising the bar anc
becoming more aggressive in testing and
evaluating these controls.

Per Gartné™ companies that choose individual
solutions for each regulatory challenge they face
will spend 10 times more on IT products than those
that take a sustainable, programmatic approach t
compliance.

Michael Rasmussen, a vice president at Forreste
Research! ,warns companies to be wary of all-in-
one corporate governance, financial compliance
and enterprise risk management platforms,
however. There's a legitimate need for companie:
to consolidate previously fragmented methods of
keeping tabs on the many areas of corporate risk
financial, legal, compliance, operational and
technology risks. Rather, risk management anc
compliance initiatives require a combination of
interconnected and complementary technologies
Rasmussen says.

In a report published late last year, he identifies
four combination products: enterprise risk
management dashboards, which aggregate metric:
governance, risk and compliance platforms, which
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tackle documentation, assessment and analysis; six principals each with unique and complementary
applications that quantify financial risk; and rech skills in the GRC arena.

applications that target specific areas of openatio

risk and control oversight.

While there is no silver bullet for dealing with al
regulatory obligations and best practices described
herein, 360GRC'’s flagship ConfigScan application
provides that niche which targets specific
requirements for all GRC needs. Such tools do not
require any scripts or templates to be generatdd an
is designed specifically for the IRP in mind.
360GRC will provide timely updates as
compliances change, where organizations can often
schedule timely audits to run against their
infrastructure.

Summary

Although some vital differences exist among the
various regulations, there is a substantial amotint
overlap in their areas of concern, and all shae on
unifying factor: they all deal with fundamental
issues of data security and privacy. In IT, thamfo
an optimal way to address regulations is first to
understand the potential threats and vulneralslitie
of the data and the network and then create an
effective and secure technology solution built on a
well-designed infrastructure. This approach
enables an organization to easily deal with any new
regulations and law. Many organizations have
invested in well-designed network infrastructures,
but they still need an upgrade or a technology
refresh to achieve a comprehensive solution to
meet their regulatory compliance challenges.

About 360 GRC, Inc.

360 GRC, Inc. is a global software and services
company that, since its inception, has been
providing IRP (Information Risk Professional)

Groups with a comprehensive suite of solutions to
insure their company’s IT Governance, Risk
Management, and Compliance (GRC) goals are
met on a daily basis. Also, 360 GRC Inc.’s
knowledge and experience in GRC provides
enterprise clients with innovative ideas to protect
their network, data center and informational assets

360 GRC is headquartered in Manhattan, New
York. The executive management team consists of
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Cisco network security

The Cisco SAFE uses the Cisco Security
Control Framework (SCF) to provide best
practice information to interested parties on
designing and implementing secure networks.
SAFE serves as a guide to network designers
considering the security requirements of their
network.

The Cisco SAFE implements a security baseline
built-in as intrinsic part of the network
infrastructure. The security baseline incorporates
a rich set of security practices and functions
commonly required by regulations and
standards, facilitating the achievement of
regulatory comypiance

BASEL Il

BASE Il is the second of the Basel Accords,
which are recommendations on banking laws
and regulations issued by the Basel Committee
on Banking Supervision.

The purpose of Basel I, which was initially
published in June 2004, is to create an
international standard that banking regulators
can use when creating regulations about how
much capital banks need to put aside to guard
against the types of financial and operational
risks banks face.

DISA

Defense Information Systems Agency (DISA)
provides advanced information technology and
immediate communications support to the
president, vice president, secretary of defense,
military services, and combatant commands.

The DISA Security Technical Implementation
Guides (STIG) and associated checklists provide
these configuration guidelines to meet or exceed
security requirements of Department of Defense
systems.

Federal Financial Institutions Examinations
Council (FFIEC)

The Federal Financial Institutions Examinations
Council (FFIEC) is a formal interagency body
interagency body empowered to prescribe
uniform principles, standards, and report forms
for the federal examination of financial
institutions by the Board of Governors of the
Federal Reserve System (FRB), the Federal
Deposit Insurance Corporation (FDIC), the
National Credit Union Administration (NCUA),
the Office of the Comptroller of the Currency
(OCC), and the Office of Thrift Supervision
(OTS).

FFIEC issues guidelines and rules for any
regulated financial institution, including explicit
guidelines for data security and technology risk
management. The FFIEC Information
Technology Examination Handbook spells what
steps banks and credit unions should take to
achieve compliance for GLBA and other IT-
related mandates.

NSA

The National Security Agency INFOSEC
Assessment Methodology (NSA IAM) was
developed by the U.S. National Security
Agency and incorporated into its INFOSEC
Training and Rating Program (IATRP) in early
2002.

The NSA Router and Switch Security
Configuration Guides provide technical
guidance intended to help network
administrators and security officers improve the
security of their networks. It contains principles
and guidance for secure configuration of IP
routers, with detailed instructions for Cisco
System routers. The information presented can
be used to control access, help resist attacks,
shield other network components, and help
protect the integrity and confidentiality of
network traffic.
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Sarbanes-Oxley (SOX) HIPAA
The Sarbanes-Oxley (SOX) Act of 2002 The U.S. Congress enacted the Health Insurance
mandates rules and standards for corporate Portability and Accountability Act (HIPAA) in

governance, disclosure, and reporting for all U.S. 1996 to set a national standard for electronic
public company boards, management and public transfers of health data. At the same time,

accounting firms. Congress saw the need to address growing public
concern about privacy and security of personal
The legislation not only affects the financial side health data. The task of writing rules on privacy

of corporations, it also affects the IT departments  eventually fell to the U.S. Department of Health

whose job it is to store a corporation's electronic and Human Services (HHS). After several

records. The Sarbanes-Oxley Act states that all modifications, DHHS issued the HIPAA Privacy

business records, including electronic records and  Rule.

electronic messages, must be saved for "not less

than five years." The consequences for non- The Privacy Rule was effective on April 14,

compliance are fines, imprisonment, or both. 2003, for most health care providers, health
plans, and health care clearinghouses. Small
plans have until April 14, 2004, to comply. The
Privacy Rule provides federal protections for
personal health information held by covered
entities and gives patients an array of rights with

GLBA _ _ respect to that information.
The Gramm-Leach-Bliley Act (GLBA) includes

provisions to protect consumers’ personal

financial information held by financial

institutions. There are three principal parts ® th

privacy requirements: the Financial Privacy FISMA

Rule, Safeguards Rule and pretexting provisions.  The Federal Information Security Management
Act (FISMA) of 2002 (section

The GLB Act gives authority to _ei_ght federal 3544(b)(2)(D)(iii)) requires each Federal
agencies and the states to administer and enforce  Ggovernment agency to develop minimally

the Financial Privacy Rule and the Safeguards acceptable system configuration requirements
Rule. These two regulations apply to "financial and ensure compliance with the configuration
institutions," which include banks, securities requirements. Systems with secure

firms, and insurance companies, but also configurations have less vulnerabilities and are
companies providing many other types of better able to thwart network attacks.

financial products and services to consumers.
OMB requires agencies to cite in their annual

Among these services are lending, brokering or FISMA report the percentage of Oracle systems
servicing any type of consumer loan, that have been implemented using a
transferring or safeguarding money, preparing recommended security configuration policy.
individual tax returns, providing financial advice OMB expects agencies to use the published

or credit counseling, providing residential real configurations or be prepared to justify why
estate settlement services, collecting consumer they are not doing so. Agency Inspectors

debts and an array of other activities. The FTC General should review such use of the
regulates such non-traditional “financial configuration policies to independently
Institutions.” determine the adherence to such policies.
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PCI DSS

The Payment Card Industry Data Security
Standard (PCI DAA) is a worldwide information
security standard for enhancing payment

account data security, assembled by the Payment
Card Industry Security Standards Council (PCI
SSC).

The standard was created to help organizations
that process card payments prevent credit card
fraud through increased controls around data and
its exposure to compromise. The standard
applies to all organizations that hold, process, or
pass cardholder information from any card
branded with the logo of one of the card brands.

360 GRC Best Practices
This is an internal 360GRC best practice. This
does NOT follow any regulation.

The standard was created to help any
organization to apply this general best practice
to their configuration files. This standard is
based on 360 GRC Network Architects who
have over 15+ years experience in running
enterprise organizations. It is the most stringent
of all the regulations and it is a good benchmark
for all organizations to use as a reference guide.
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Health Insurance Portability and United States Department of Health and Health information of patients 1996
Accountability Act (HIPAA) Human Services (DHHS) P
Gramm-Leach-Bliley Act (GLBA) Financial Trade Conssion (FTC) Consumer financial information 1999
Federal Information Security Office of Management and Budget and | Information maintained by U.S. 2003
Management Act (FISMA) Congress federal systems
Paymgant Card Industry (PCI) Data Payment Card Industry Security Standard%re dit card information 2005
Security Standard Council
. . - FDIC, FRB, OTS, Treasury Department, . : .
Feder_al F_lnanC|aI In_st|tut|on OCC, SEC. NCUA, Department of _Busmes_s and consumer financial 2006
Examination Council (FFIEC) information
Commerce
UK — FSA & BoE
Ireland — IFSRA
Luxemborg — BCL & CSSF
South Africa — SARB
China - CBRC Business financial and accounting
Basel I Hong Kong — HKMA information 2008
Singapore — MAS
Indonesia — BIR
Americas — FRB
Cayman Island - CIMA
HITECH United State_s Department of Health and Assouated_ with HIPAA — lays out 2009
Human Services (DHHS) rules for privacy
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Regulatory Compliance
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